Purview Records Management: Ensuring Your Data is There When You Need It
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What we'll discuss today

Records Management Disposition of Content Event-Based
Overview Retention

Retention Tools in Microsoft Purview Power Automate Disposition
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Govern Data with Microsoft Purview: S

Microsoft Purview Data Lifecycle and Records Management provides organizations with tools to manage data from
creation through to disposal, ensuring compliance, data quality, and efficiency throughout the data lifecycle.

* Data Lifecycle Management in Microsoft Purview focuses on the handling of unstructured data from its creation to
its final disposal.

* Records Management in Microsoft Purview emphasizes the handling of specific data designated as "records,"

which must be maintained for legal, compliance, or historical purposes. G
overn your data

Both solutions support retention and deletion of data
for Microsoft 365 apps and services.

Use Microsoft Purview Data Lifecycle Management M_ifcrﬂﬂ;ft Purview Data MiCLOSth Purview
. tokeep what you need and automatically delete ST EEL e S it b UL o
Retenti
what you don't. Retention policies ::dlon Retention labels
for workloads deletion for items
Use Microsoft PurV|.ew _RecorQs Manage_ment to et oo cvrtfgsition review
- manage your organization's high-value items for archive mailboxes etentich

business, legal, or regulatory record-keeping
requirements.



In-Place Records
Management

Disposition
Control

Information
Management is
More than
Retention

Balancing the
Experience

When declared as a record, data is not moved but maintained at the location it is currently stored. This
helps to ensure users know where their data resides.

When documents are archived for retention purposes they do not need to move. Microsoft 365 (M365)
tracks and maintains content where it is.

In fact, in order to move a declared record special permissions are required to do so.

Once data is no longer required M365 doesn’t simply remove it or archive it.
* |t can do this, but the preferred method is disposition reviews

Disposition reviews allow data owners to determine if data should be maintained or removed.

Labeled data (sensitivity or retention) can be used for easier searchability and organization

Labels applied to data can be used for protecting data. The system can search for particular labels to
apply protections to.

Protection of sensitive data is a key component of records management in M365

Records Management can be invasive. In some cases the processes can be so complex they are no
longer user friendly

* Things don’t get done

M365 provides automation processes to decrease user involvement, but still give the business the
required controls to ensure proper data governance.
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Retention Tools in Purview

* Applied to containers and apply a consistent retention policy to all content within the container (Umbrella
approach).

*  Applied when content is deleted by moving deleted content to a hidden folder or library (only admins can
Retention Policies access hidden folder or library)

* Retention period is triggered either on created or last modified date of the content
*  Occurs “behind-the-scene”. It is not something that users can directly interact with

* Retention settings do not travel with the document

Retention
Policy
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Retention Tools in Purview

* Enable granular retention periods to be assigned to individual documents and emails within the same
container

* Can be manually applied (user interaction) to emails or documents (e.g. user selects a retention label for a

. file in a SharePoint site or an email)
Retention Labels

* Advanced trigger support for retention periods
* Disposition Reviews available

* Event Based retention where retention periods begin based on a non-standard event within an
organization (Employee termination, Fiscal Year-End, etc)

Retention
Label




*  Push retention labels to their destination

Retention Label * Retention labels without a policy just exist as objects within the compliance center of M365.

Policies e Controls where labels are available

* Can take up to 24 hours to publish labels to locations and up to 7 days for auto-labels to apply to existing data




Retention Labels

Retention Labels Retention Label Policies
Define our record types, including retention Publish Retention Labels to sites, etc. by using
periods, disposition actions, etc. Retention Label Policies

<D

<D

Locations

The locations where we store
and work with content

» (all) Exchange mailboxes

< .
Budgets > % Publish Budgets & Contracts
ID: 0100
Retention: 5 years,
Trigger: On Creation, Fiscal Year End
Final Disposition: Destroy

(3) SharePoint sites
(10) OneDrive accounts
(3) Microsoft 365 groups

Publish Contracts

KG

Contracts (Master Set)

ID: 0110

Retention: 10 years

Trigger: On Creation, Contract Expiry & Full Satisfaction of
conditions

Final Disposition: Destroy

Publish Contracts & Financial Reports

Financial Reports— General Ledgers
ID: 0120

Retention: 10 years

Trigger: On Creation, Fiscal Year End

Final Disposition: Destroy

Financial Reports — General Ledger

KEQEGS

» (0) Exchange mailboxes
(1) SharePoint sites
(0) OneDrive accounts
(1) Microsoft 365 groups

~» (0) Exchange mailboxes
(1) SharePoint sites
(0) OneDrive accounts
(1) Microsoft 365 groups

sl (7) Exchange mailboxes

(1) SharePoint sites
(0) OneDrive accounts
(0) Microsoft 365 groups
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Capabilities

Retention Retention

Labels Policies
Apply retention to content X X
Event-Based Retention X
Disposition Review (single and multi-stage) X
Manage content in SharePoint, OneDrive, Teams and Exchange X X
Manage Teams Chats and Viva Engage Posts X
Apply based on sensitive information detected X
Apply based on metadata, words, or phrases X
Granular control of content (file level) X



Retain content Delete content

Prevent permanent deletion
and remain available for

Permanently delete content

eDiscovery from your organization
Retain-only: Retain content forever or for a Delete-only: Permanently delete content after
specified period of time. a specified period of time.

Retain and then delete: Retain content for a specified period of
time and then permanently delete it.




* Deleted and original copy of modified files are preserved in the (hidden) Preservation Hold Library in each
SharePoint site, Teams file storage (SharePoint), user’s OneDrive site which they can’t see

SharePoint, Teams and OneDrive * Purview Content search and eDiscovery search are the administrative tools for searching in a site’s Preservation
sites Hold Library

* Site Collection Admins can navigate directly to it via URL: ~/sites/<sitename>/PreservationHoldLibrary (but you
shouldn’t have to)

Sample Project A &

Home 1 Upload v 5 Editingrid view <& Sync Export to Excel ¢® Power Apps v £% Automate v

Conversations

Preservation Hold Library

Teams

Shared with us [0 Name v Modified
Documents '\lSampIe policy 1_1FDFAF1A-COA2-44FC-9D49-A4E185E6E4292023-05-17T07-56-52.pdf A few seconds ago
Notebook

Pages

Site contents

Recycle bin

Edit




* Deleted and original copy of modified files are preserved in the (hidden) Preservation Hold Library in each
SharePoint site, Teams file storage (SharePoint), user’s OneDrive site which they can’t see

SharePoint, Teams and OneDrive * Purview Content search and eDiscovery search are the administrative tools for searching in a site’s Preservation
sites Hold Library

* Site Collection Admins can navigate directly to it via URL: ~/sites/<sitename>/PreservationHoldLibrary (but you
shouldn’t have to)

* End-user won't see anything to indicate there is an eDiscovery hold or retention policy published to their mailbox

* Deleted and original copy of modified emails are preserved in the Recoverable Items folder in each user’s

Exchange mailboxes mailbox which they can’t see

* Content search and eDiscovery searches will return results from the Recoverable Items folder

Teams, Viva Engage messages, * The copy is retained in a hidden folder named SubstrateHolds as a subfolder in the Exchange Recoverable Items
Microsoft 365 Copilot folder.




ypes of Retention Labels

e Standard retention label

* The document is retained as a single file (outside of SharePoint versions) and the last (most current) version of the
document, and all its versions, expire at the same time.

* Thisis true whether the document is in the PHL or in the active library (this depends on the tenant level setting if you will
allow users to delete labeled documents

* Record retention label
* |f the retention label is configured for disposition review at the end of the retention period, each version undergoes its own
disposition review.

* Depends on the retention trigger for the label:

“Based on labeled date” — this ensures each retained record version in the PHL is under its own retention (older versions will be deleted before newer
versions)

“Based on last modified date” — the retention clock will be set to the last modified date on all record versions in the PHL



Record Versioning

» Allows a document declared as a record to be modified

» Requires the user to unlock the record for editing

» Doesn’t update the record retained each time document is saved

* New version of the record is retained once document is locked again

Save X Cancel < Copy link X
ST [SN] Test Slte
Public group i
[SOP]-Expense Report Review.docx
|
£ search @ Open ~ |2 Share @ Copy link L Download [il Delete o Flow ~ -3 ﬁ Name *
~ [SOP]-Expense Report Review .docx
Home .
HR - Standard Operating Procedures
HR - Standard Oper... Apply retention label
Sharsd withUs @ [ nName Item is a Record Reten Standard Operating Procedure ~
N ]
(] f-] ~[SOP]-Expense Report Review.docx : Yes Stand
Docs (default NR La... L) ‘ Racord status

Documents (default... @ Locked
Docs (no default, th... _
Title -

Save X Cancel % Copy link X
Notebook Enter valgk here

Conversations

Pages [SOP]-Expense Report Review.docx

*
Site contents Enter a name Name

[SOP]-Expense Report Review .docx
Test Import Templat...

Department
Recycle bin Enter value here Apply retention label
Edit Standard Operating Procedure ~
Document ID
‘# Record status
@D uniocked
Title

Enter value here




Record Versioning
-

Save X Cancel @ Copy link X
S [SN] Test Site
Public group )
[SOP]-Expense Report Review.docx
|
£ Ssearch @ Open v |2 Share @ Copy link VL Download [i] Delete o Flow v -3 Fi Name *
A [SOP]-Expense Report Review .docx
Home .
HR - Standard Operating Procedures
HR - Standard Oper... Apply retention label
Sharadwith us @ [0 Name Item is a Record Reten Standard Operating Procedure v
o Al |
@ @) "[SOP]-Expense Report Review.docx : Yes Stand
Docs (default NR La... Record status
Documents (default... @ Locked
Docs (no default, th... _
Title "
Notebook Save X Cancel @ Copy link X

Enter vaNg here

Conversations

Pages [SOP]-Expense Report Review.docx

Enter a name Name *

Site contents

[SOP]-Expense Report Review .docx
Test Import Templat...

Department

Besetin Enter value here Apply retention label
Edit - Standard Operating Procedure v
Document ID
o ’ Record status

Q Unlocked

Title

Enter value here
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Self Disposal

ypes of Dispositions

* Purview Records Management doesn’t destroy

* Itis meant to hold on to content for a required amount of time and let users delete it at their leisure.

Pros:

* User intervention is negligible

Cons:

* Does not guarantee a document
will be removed when it is no
longer required

Choose what happens after the retention period

These settings determine what happens to items when the retention period ends.

O Delete items automatically
We'll permanently remove labeled items from wherever they're stored.

O Start a disposition review
Let the disposition reviewers you assign in the next step decide if items can be safely deleted or whether other actions (such as changing the retention

period) should be taken. Learn more

O Change the label
You can extend the period by choosing an existing label to replace this one with._Learn more about relabeling_items

O Run a Power Automate flow
Customize what happens to labeled items with a2 Power Automate flow. You can run a flow to meet a specific business need, such as moving labelad items to
a certain location or sending email notifications.
Learn more about running_a Power Automate flow

@ Deactivate retention settings
Labeled items won't be retained or deleted when their retention settings are deactivated, You'll have to manually remove any items that you want deletad.




ypes of Dispositions

Auto Disposal

* Content is disposed of automatically at the end of the retention period.

* Purview uses the capabilities of the storage location to destroy the content

Pros: Choose what happens after the retention period

These settings determine what happens to items when the retention period ends.

* No user intervention required

@ Delete items automatically
We'll permanently remove labeled items from wherever they're stored.

O Start a disposition review
Let the disposition reviewers you assign in the next step decide if items can be safely deleted or whether other actions (such as changing the retention

CO n S: period) should be taken. Learn more
. . O Change the label
[} CO nte nt may Stl I | be Vl a ble at the You can extend the pericd by choosing an existing label to replace this one with. Learn more about relabeling_items
. . oy O Run a Power Automate flow
tl m e Of d IS pos |t|0 n 0 N O Way to Customize what happens to labeled items with a Power Automate flow. You can run a flow to meet a specific business need, such as moving labeled items to
a certain location or sending email notifications.
Sto p th e p rocess. Learn more about running_a Power Automate flow

O Deactivate retention settings
Labeled items won't be retained or deleted when their retention settings are deactivated. You'll have to manually remove any items that you want deleted.




Daisy Chain Label

ypes of Dispositions

* Does not necessarily dispose of content directly but assigns a new label with configurations to do so.

* New label can provide permanent retention or specialized disposition processes.

Pros:

* Assignment of new label is
automatic.

Cons:

* Canresultinimproperly
maintaining content longer than
required if the new label does not
dispose of content.

Choose what happens after the retention period

These settings determine what happens to items when the retention pericd ends.

O Delete items automatically
We'll permanently remove labeled items from wherever they're stored.

O Start a disposition review
Let the disposition reviewers you assign in the next step decide if items can be safely deleted or whether other actions (such as changing the retention

eriod) should be taken. Learn more

@ Change the label
You can extend the period by choosing an existing label to replace this one with._Learn more about relabeling_items

M365 Site Owner PwrAuto Label

7 Change replacement label

O Run a Power Automate flow
Customize what happens to labeled items with 2 Power Automate flow. You can run a flow to meet a specific business need, such as moving lzbeled items to
a certain location or sending email notifications.
Learn more about running a Power Automate flow

O Deactivate retention settings
Labeled items won't be retained or deleted when their retention settings are deactivated. You'll have to manually remove any items that you want deleted.




Disposition Reviews

* Sometimes, content may not be ready for disposition as it is still viable to the organization
* Ensures content is not removed before it is first reviewed by a data SME and\or owner

* Notifies identified authorities that content has reached its end of life and needs to be reviewed before being
disposed of

Pros: Choose what happens after the retention period

These settings determine what happens to items when the retention period ends.

* Ability to review content o "
elete items automatically
befo re It I S d I S posed Of. We'll permanently remove labeled items from wherever they're stored.

@ Start a disposition review
Let the disposition reviewers you assign in the next step decide if items can be safely deleted or whether other actions (such as changing the retention

CO n S . period) should be taken. Learn more
L]

- Create stages and assign reviewers

* High need for user P
ange the labe

i nte rve ntio n You can extend the pericd by choosing an existing label to replace this one with._Learn more about relabeling_items

O Run a Power Automate flow
Customize what happens to labeled items with 3 Power Automate flow. You can run a flow to meet a specific business need, such as moving labelad items to

[ J Add itiona I resou rces often a certain location or sending email notifications.

Learn more about running_a Power Automate flow

n e Ca SS a ry O Deactivate retention settings

Labeled items won't be retained or deleted when their retention settings are deactivated. You'll have to manually remove any items that you want deletad.




Disposition Review

Disposition review provides options for bulk disposition, retention extensions, or re-classifications.

Home Records management > Disposition > Project Management Review disposed
items and export
a list to provide
R, Filer . Reset 3 Fillrs proof of disposal.

Reports

10of 1selected  Document2.docx - ML S X .
Options

Policies :
Name i .
@, Permissions || Add Reviewers Source  Details  History N View Content
iaj % @5 Document2.docx https://procanadatc.sharepoint.com/sites/test4/Shar

Compliance Manager

Pending dispositions  Disposed items Log entries for disposed items (certificates of destruction)

Data classification

K B & 3 2

it

S «  Approve Disposal
Solutions . Relabel
B Catalog et document *  Extend Retention
B Audit *  Add Reviewers
O Content search *  Export list results
& Communication compliance ¢ *  List of disposed
T o items (log entries)
£ eDiscovery y AN feft @

+« I »




Multi-Stage Disposition

More complex disposition requirements can be handled with multi-stage disposition reviews:

e Allows for multiple tiers of approvals before content is removed.
* Label dependent so only labels that require the extra approvals are affected

Use case: Policy changes require content creator to approve initial removal and then policy owner
must also approve. Once policy owner approves, record managers provide the final approval.

* Only gets to the policy owner if the content creator approves the removal.

Review content
based on
organization and
business rules

Content Created - Time passes on lmtual ]—

and Retention

the retentio Dispositiol Disposition Disposition Disposition
Labels Assigned . h dule Review I : Approved g Approved Approved _ |
| Z Email Content SME Manager, /D irector Record
Content permanently deleted
from environment

notification is Appro Managers

generated @'-




Multi-Stage

Review content
based on
organization and
business rules

Content Created Time passes on Initial
and Retention the retention Disposition Disposition Disposition Disposition
Labels Assigned schedule Review Approved Approved Approved
= B e B xj
Email Content SME Manager/Director Record
notification is Approver Managers =
generated @ I —

Content permanently deleted
from environment




Short Circuiting the Disposition Review: S

There are times when it is necessary to override the disposition process and allow it to continue without
user intervention:

* When there are more dispositions than can be handled by those responsible

* When disposition reviewers are consistently late in reviewing the content, and the information must
be disposed of.

* When the organization’s internal process allows for disposition reviewers to monitor the “important”
content.

Edit stages, reviewers, and settings

(D To access the Disposition page, reviewers must be assigned the appropniate permissions. Learn more

Disposition stages and reviewers *

Reviews can consist of 1 to 5 stages, which are sequential and will be completed by reviewers in the order they appear here. Learn more about staged reviews

@ off Automatic stage approval

Choose to automatically approve disposition for each stage after a specific number of days (7-365 days). This setting applies to all stages. Learn more




Short Circuiting the Disposition Review: S

Edit stages, reviewers, and settings

(D To access the Dispositich page, reviewers must be assigned the appropriate permissions. Learn more

Disposition stages and reviewers *

Reviews can consist of 1 to 5 stages, which are sequential and will be completed by reviewers in the order they appear here. Learn more about staged reviews

@ of  Automatic stage approval
Choose to automatically approve disposition for each stage after a specific number of days (7-365 days). This setting applies to all stages. Learn more

Edit stages, reviewers, and settings

(D To access the Disposition page, reviewers must be assigned the appropnate permissions. Learn more

Disposition stages and reviewers *

Reviews can consist of 1 to 5 stages, which are sequential and will be completed by reviewers in the order they appear here. Learn more about staged reviews

m on  Automatic stage approval
Choose to automatically approve disposition for each stage after a specific number of days (7-365 days). This setting applies to all stages. Learn more

Automatically approve disposition after

-

7 days




Disposition Notifications

When is a document disposed of?

» Disposition reviewers receive notice once a week

e Notification does not contain actual documents
(have to log in to admin console)

e Can review dispositioned documents they have
access to only.

When is a document disposed of?

* Only after being approved
* Moved to recycle bin (SharePoint and OneDrive)
* Deleted 93 days after entering recycle bin if
not backed out

» Emails marked for disposition will be deleted 14
days after being tagged.

« All actions are tracked and reviewable in the
M365 Audit Logs.

SQWE 0 ««r @ a kgl

Block Delete Archive | Report Reply Reply Forward Meeting = Zoom Rules Read / Categori
- w all w ~ u

Delete Report Rezpond Zoom Moz Tage Orint Immarsive reader
Items labeled as 'Agreement and Contract Administration’ are ready for disposition review

. Microsoft 365 Records Management D S & ~ &
To: David Drever

Tue 6/13/2023 11:33 PM

B Microsoft 365

You're getting this mail to let you know that items with a retention label applied have reached the end of their retention period and are
ready for your disposition review.

Label applied: Agreement and Contract Administration
Number of items to review: 3

Next steps
Review the items on the Dispositions page of the Microsoft 365 compliance center.
Learn about disposition reviews

Thanks,
The Microsoft 365 compliance team

This email was sent from an unmonitored mailbox

You are receiving this email because you have subscribed to Microso ft Office 365,
Privacy Statement

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 USA

B Microsoft

<~ Reply r# Forward




Customize the Notification

* Provide additional information beyond the default information in a default notification or
reminder message

* Global setting = Affects ALL LABELS

e Cannot drastically change the message; only add additional content

Email notifications for disposition reviews ~ Email notifications for disposition reviews

When a disposition review is triggered at the end of an item's retention period, reviewers will receive email notifications that they have content to review. If When a disposition review is triggered at the end of an item'’s retention period, reviewers will receive el

needed, you can customize the email by appending your own content.
Initial email

Initial email

O Use Default message

Use Default message
@ Detaul : . " N . vt . @ Add content to the default message @
iefault message that reviewers will get when an item is ready for review. . . . . .
Customize the default message that reviewers will get when an item is ready for review.
Message body Message body *

‘You're getting this mail to let you know that items with a retention
label applied have reached the end of their retention period and are
ready for your disposition review.

If you are not the corract recipient of this email, please contact Contoso's record
management team at contoso.rm@contoso.com

Label applied: <Label Name:>

MNext steps
Review the items on the Dispositions page of the Microsoft 365
compliance center.

Thanks,
The Microsoft 365 compliance team

O Add content to the default message 0]




Email notifications for disposition reviews

When a disposition review is triggered at the end of an item’s retention period, reviewers will receive efgsifications that they have content to review. If

Initial email

O Use Default message

@ Add content to the default message 0]

Customize the default message that reviewers will get when an item is ready for review.

Message body *

If you are not the correct recipient of this email, please contact Contoso's record
management team at contoso.rm@contoso.com
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Advanced Disposition Through Power Automate s

Power Automate Integration Process

* Set at the retention label within disposition configuration

* Monitor M365 Purview for retention completion triggers
* Connects disposition process to an existing Power Automate workflow

* Works outside standard disposition process but integrates into it.

.\/ Power Automate Integration Benefits

* Work beyond the limitations of standard and multi-stage disposition

* Fully customizable approval process
* Leverage versatility and robustness of Power Automate

* Allows for integration into other systems as part of the process




Considerations for Power Automate Dispositions s

* Requires a Power Automate Premium license

* The user creating the label that links to the Power Automate flow needs to be the creator of the flow
or a co-owner. Otherwise, the flow will not show up in the selection list

e To show up in the selection list, the flow must be created in the default environment of the tenant’s
Power Automate platform.

* Regulatory labels are not supported.

Select a Power Automate flow (preview)

Automate your retention processes with Power Automate, You can choose any
existing retention trigger related Power Automate flow from below list or you can
create a flow from Manage Power Automate flows.

Mote: Data shared with Power Automate will be handled according to Power
Automate’s data handling commitments.

O Search

1item
Name

[J]  Custom Disposition Review - Basic

Apply Cancel




Considera

Select a Power Automate flow (preview)

Automate your retention processes with Powsr Automate. You can choose any
existing retention trigger related Power Automate flow from below list or you can
create a flow from Manage Power Automate flows.

Mote: Data shared with Power Automate will be handled according to Power
Automate’s data handling commitments.

Search

Name

|:| Custom Disposition Review - Basic

Apply Cancel




E ‘When an item reaches end of its retention period (Preview) G

)

E Start and wait for an approval @

= Appraval type
*Title

= Assigned to

Approwe;Reject - First ta respond L |

Approveal o dispose of file: m Dacument ba... = -

dEprstion reviewersiZ2dreyaPOnlne onmicrmsaf.oomg

Details Helle,
¥ou are receiving this notification becases wou are desigrated as a conbent
cisgenitian reviewer far the following document locsted in
Bl oo =
S ——— m Domumentha.. =
Site Liseatiore E Sae Address
Path 1o filer E Folder Fath =
Chick an the ink to review the document (nobe: you may not have the
necassany access ba revies the coosment).
berm e Bl - riceess B roicerron « JB] Donsmemta. « |
ftem fnk descripticn | Chck am the fre 10 sccess the e - [ Documentt a5 - |

Shaw achanced options

o

E Hudd an actian

i Aod an action
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Microsoft 365 Event Based Retention

* Microsoft 365 is not limited to date-based retention. Microsoft 365 allows for retention policies to be applied based on
events within the lifecycle of a document and not just based on the criteria when a document is created or modified

* Event based retention bridges the gap when applying a label can’t depend on the created or the modified date.
* Fiscal Year Ends
* Project completion

* Contract Expiration
* Superseding of existing documentation.

*  Commonly used to declare records within an organization

* Event based labels have the same capabilities/features as date-based labels.



Microsoft 365 Components of Event Base Retention i

* Event Type
* Adescription of a concept to describe an event within the lifecycle of a document or series of documents
* No special functionality attached to an event type. Is used as a container for event labels
* An event type can be linked to multiple event labels

e Event Label
* Alabel within Microsoft 365 with retention processes enabled.
* Retention is applied based on an event (not date or when label is applied).
* Associated with an event type

e Label Policy
* Pushes the event label (and any other labels that are related) to the locations they need to be applied



Microsoft 365 Event Based Retention High'level processis

* Event Type Created — Project Lifecycle

Event Type: “Project Lifecycle”

Label: Project
" change * Event Labels Created and Linked to “Project

Requests

Label: Project Label: Project
Requirements Designs

Lifecycle”

e Documents Added within SharePoint and
OneDrive with one of the three labels for

“Project Lifecycle” assigned.
* Can be anywhere that the labels have been applied
to.
* Afterlabel is added, Asset is set for the document.




Microsoft 365 Event Based Retention High'level processis

Event Type: “Project Lifecycle” * The Project ends so the Records Manager
: : declares a Project Lifecycle Event to have
Prj123 complgtes -> I?vent_for Prj123 occurs occurred in M365
against Project Lifecycle : . .
* The AssetID Prj123 is set in the event.

* NOTE: If the asset is not declared the event will fire for ALL
documents with the Project Lifecycle group of labels assigned.




Microsoft 365 Event Based Retention High'level processis

Event Type: “Project Lifecycle”

Label: Project
Change
Requests

Label: Project Label: Project
Requirements Designs

* Retention Process kicks off for each document with Prj123
assigned to it.

* Retention is based on the label the document belongs to.

* When the event is created a date is to be entered. This
date indicates the start time of the event.




QB3

8

Settings

3

Records
Managem

g QO O

[ ]

L /'Y
Insider Risk
Managem...

&
Data
Security

Investigat...
(preview)

ot
(1 ]
DSPM for
Al

[

Information
Protection

Records
Management

Overview
File plan
Policies
Events
Disposition
Classifiers

Explorers

Events

An event is a specific occun
actual event occurs, such as
left, and the IDs associated

+ Create <2 Manage
Name “/
[] Chicago 2023
[] Project ABC123 ¢

[] Project Proj789 (

Events > MNew event

@ Name the event

@ Event settings

® Apply to

O Finish

Identify the items in Exchange, SharePoint and OneDrive that are related to this event. Only
items that have labels associated with the event type you chose will be retained.

Keywords for items in Exchange

—

Prj123 |

Asset IDs for items in SharePoint and OneDrive

RefinableString05:'Prj123'

When did this event occur?

I[ Mon Sep 01 2025

Back Next

Cancel




Download the app:
https://bit.ly/run-events-app

Fill in the feedback form

Chance to win a prize

You need to be present to winl!

#M3650TTAWA

©


https://bit.ly/run-events-app
https://bit.ly/run-events-app
https://bit.ly/run-events-app
https://bit.ly/run-events-app
https://bit.ly/run-events-app

Join us after the event...

A\l T e @4:45 pm

@ O Microsoft Canada Co

. ot Queen Street Fare —
p” 170 Queen Street

E]. nada
0 ® AN - h a?]d AT &
2 O@JA”.?;?,E’}S':EE@ Shoppers Drug Mart ) First round on us!
S elligan O'Brien <‘% ation
> ”gPaygeBLLPo W of Pha . T y
3 g Please drink responsibility © We'll be
Queen St. Fare pact Hub Ottz

happy to call you a taxi!

sponsored by: #M3650TTAWA

ShareGate @MC‘SE‘}S;SV? 5



hank You

David Drever
Associate Director, Protiviti

M365 and Security MVP

https://linktr.ee/davidmdrever

¢

Microsoft*
Most Valuable

Professional
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